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Abstract 

Steganography is hiding the secret data into a cover 
object to protect it from unauthorized access. It is a 
technique of invisible communication which hides the 
existence of the message. If the cover object used is an 
image, the steganography is known as image 
steganography. It has many applications like Online 
transactions, military communication etc. This paper 
surveys various image steganography techniques. This 
paper also compares various image steganography 
technique based on various features. 
Keywords:  Steganography, LSB, Random-Key, 
Image, Secret Message, Stego-Key, Cover Image, 
Techniques. 
 

1. Introduction 
Steganography is derived from the Greek word 
steganographic which means covered writing. It 
is the science of secret communication. The goal 
of  steganography  is  to hide the existence of  
the message from unauthorized party. The 
modern secure image steganography  presents   a  
task of transferring the embedded information to 
the destination   without being  detected by the  
attacker. Many different carrier file formats can 
be used, but digital images are the most popular 
because of  their frequency on the Internet   . For 
hiding secret information  in images, there exist a 
large variety of steganographic techniques some 
are more complex than others and all of    them 
have respective strong and weak points. 
Steganography on the other hand hide the 
message and there is no knowledge of the 
existence of the message. In simple words, it is 
hiding the information into other information. 
Steganography do not alter the message structure 
but hides inside a cover object. Steganography 
and cryptography are different techniques.  
 
 

 
Steganography hides the information and 
cryptography protects the information. Due to 
hidden or invisible factor it is difficult to recover 
hide information. Procedure to know the 
steganography technique is known as 
steganalysis. A good steganographic method 
should possess following three main properties: 

• Capacity- the amount of the secret data to be 
hidden without significantly change in the 
cover image.  

• Robustness- resistance for possible 
modification and  

• Invisibility- detection of the existence of the 
secret data can‟t be notified by anybody 
except receiver.  

 
Some of the basic term used in steganography:  
Message: Actual information which is used to 
hide into images. Message could be a plain text 
or other image.  
Cover-object: It refers to the object used as a 
carrier to embed message into.  
Stego-object: Object which carrying a hidden 
message.  
Stego-key: A key refers to a password used to 
hide and later retrieval of message.  
Embedding algorithm: An algorithm used to 
hide the message. 
 Extracting algorithm: An algorithm used to 
unhide/uncover the message. 
 
 In the basic steganographic process, the secret 
message is hidden into a cover object. The cover 
object can be any of text, image, audio, video 
etc. A secret key is also used and the secret 
message is embedded into the cover object using 
the secret key. This new message obtained is 
called stego message. The stego message is 



International Journal of Engineering, Applied and Management Sciences Paradigms, Vol. 13, Issue 01, March 2014  
An Indexed and Referred Journal 
ISSN (Online): 2320-6608  
www.ijeam.com 

 

IJEAM 
www.ijeam.com 

18 
 

transmitted over the public channel. The receiver 
gets the message and retrieves the message using 
the stego key which is same as used by the 
sender. In this way security is achieved by hiding 
the existence of the message.  
 
Image steganography is a process that hides the 
message into cover-image and generate a stego-
image. That stego-image then sent to the receiver 
without anyone else knowing that it contain the 
hidden message. The receiver can extract the 
message with or without stego-key that depends 
on the hidden scheme. 
 

2. Techniques of Image 
Steganography  

There have been a large embedding techniques 
proposed number of steganography in . These 
techniques modify the cover-image with 
different approaches as well as constrains. But 
all embedding techniques share the important 
goal of maximizing the capacity of the stego 
channel. In other words their aim is to embed at 
highest possible rate while remaining 
undetectable to steganalysis attack. All the 
popular data hiding methods can be divided into 
two major classes: spatial domain embedding 
and transform domain embedding. Next we will 
review them.  
 

a. Spatial Domain 
Spatial domain techniques embed information in 
the intensity of the original image pixels directly. 
Spatial domain Steganography which mainly 
includes LSB Steganography and Bit Plane 
Complexity Slicing (BPS) algorithm. Spatial 
domain is frequently used because of high 
capability of hidden information and easy 
realization. 
 

b.  Transform Domain 
 Transform domain also known as frequency 
domain where images are first transformed then 
the message is embedded in the image. The 
Frequency domain the message is inserted into 
transformed coefficients of image giving more 
information hiding capacity and more robustness 
against attacks. Transform domain embedding 
can be termed as a domain of embedding 
techniques for which a number of algorithms 
have been suggested .Most of the strong 
steganographic systems today operate within the 
transform domain Transform domain techniques 

have an advantage over LSB techniques as they 
hide information in areas of the image that are 
less exposed to compression, cropping, and 
image processing. Some transform domain 
techniques do not seem dependent on the image 
format and they may outrun lossless and lossy 
format conversions. Discrete Cosine Transform, 
Discrete Wavelet Transform and Discrete 
Fourier Transform are examples of transform 
domain. This paper present the table that contain 
a comparison between different image 
Steganography techniques [Table 1]. 
 
Table 1: Comparison between Different 
Image Steganography Techniques 
 

Features Spatial Domain Transform domain 

 LSB DCT DWT 

Invisibility Low High High 

Payload 
capacity            

High Medium Low 

Robustness  
against image  
manipulation  

 

Low Medium High 

PSNR High Medium Low 

MSE Low Medium High 

 
2.1 Least-Significant Bit (LSB) 

Technique 
The least significant bit (in other words, the 8th 
bit) of some or all of the by test inside an image 
is changed to a bit of the secret message. Digital 
images are mainly of two types (i) 24 bit images 
and (ii) 8 bit images. 
 
In 24 bit images we can embed three bits of 
information in each pixel, one in each LSB 
position of the three eight bit values. Increasing 
or decreasing the value by changing the LSB 
does not change the appearance of the image; 
much so the resultant stego image looks almost 



International Journal of Engineering, Applied and Management Sciences Paradigms, Vol. 13, Issue 01, March 2014  
An Indexed and Referred Journal 
ISSN (Online): 2320-6608  
www.ijeam.com 

 

IJEAM 
www.ijeam.com 

19 
 

same as the cover image. In 8 bit images, one bit 
of information can be hidden. 
 
The cover image is shown in Figure 1 and a 
hidden message is shown in Figure 2 A stego-
image (figure 3) is obtained by applying LSB 
algorithm on both the cover and hidden images. 
The hidden image is extracted from the stego-
image by applying the reverse process. If the 
LSB of the pixel value of cover image C(i,j) is 
equal to the message bit m of secret massage to 
be embedded, C(i,j)remain unchanged; if not, set 
the LSB of C(i, j) to m. 
 
The message embedding procedure is given 
below- 

S(i,j) = C(i,j) - 1, if LSB(C(i,j)) = 1 and m = 0 
S(i.j) = C(i,j), if LSB(C(i,j)) = m 

S(i,j) = C(i,j) + 1, if LSB(C(i,j)) = 0 and m = 1 
where LSB(C(i, j)) stands for the LSB of cover 
image C(i,j) and m is the next message bit to be 
embedded. S(i,j) is the stego image. 
 
As we already know each pixel is made up of 
three bytes consisting of either a 1 or a 0. 
For example, suppose one can hide a message in 
three pixels of an image (24-bit colors). Suppose 
the original 3 pixels are: 

(11101010 11101000 11001011) 
(01100110 11001010 11101000) 
(11001001 00100101 11101001) 

 
A steganographic program could hide the letter 
"J" which has a position 74 into ASCII character 
set and have a binary representation "01001010", 
by altering the channel bits of pixels. 

(11101010 11101001 11001010) 
(01100110 11001011 11101000) 
(11001001 00100100 11101001) 

 
In this case, only four bits needed to be changed 
to insert the character successfully. The resulting 
changes that are made to the least significant bits 
are too small to be recognized by the human eye, 
so the message is effectively hidden. The 
advantage of LSB embedding is its simplicity 
and many techniques use these methods. LSB 
embedding also allows high perceptual 
transparency. 

 
Figure 1: RBG image 

 

 
 

Figure 2: secret image 

 
Figure 3: LSB Technique 

 
2.2 Pseudo-Random Encoding Technique 

In this technique, A random key is used to 
choose the pixels randomly and embed the 
message. This will make the message bits more 
difficult to find and hopefully reduce the 
realization of patterns in the image. Data can be 
hidden in the LSB of a particular color plane 
(Red plane) of the randomly selected pixel in the 
RGB color space. 
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3. Performance Analysis 
As a performance measure for image distortion 
due to hiding of message, the well-known peak-
signal-to noise ratio (PSNR), which is 
categorized under difference distortion metrics, 
can be applied to stego images. It is defined as: 
PSNR = 10log(Cmax)2 
MSE = mean  square error; which is given as: 
MSE = 1/MN( (S-C)2): 
Cmax = 255: 
Where M and N are the dimensions of the image, 
S is the resultant stego-image, and C is the cover 
image. PSNR values below 30 dB indicate low 
quality (i.e., distortion caused by embedding is 
high). A high-quality stego image should strive 
for a PSNR of 40 dB, or higher. 

4. Conclusions 
With the recent advances in computing 
technology and its intrusion in our day to day 
life, the need for private and personal 
communication has increased. Privacy in digital 
communication is desired when confidential 
information is being shared between two entities 
using computer communication. To provide 
secrecy in communication we use various 
techniques. One such technique is 
Steganography that is the art of hiding the fact 
that communication is taking place, by hiding 
information in other information. This paper is a 
short introduction to the world of steganography. 
And also discussed a technique based on the 
LSB (least significant bit) and Pseudo-Random 
Encoding Technique algorithm. 
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